KOREAN PATENT ABSTRACT (KR) 



PUBLICATION 



(51) IPC Code: G06F 17/00 

(II) Publication No.: P2002-0003380 (43) Publication Date: 12 January 2002 
(21) Application No.: 10-2001-7012831 (22) Application Date: 8 October 2001 
(86) International Application No.: PCT/EP200 1/0051 1 

(86) International Application Date: 18 January 2001 

(87) International Publication No.: WO 2001/59549 
(87) International Publication Date: 16 August 2001 

(71) Applicant: 

KONINKLIJKE PHILIPS ELECTRONICS N.V. 

(72) Inventor: 

EPSTEIN, Michael, A. et al. 

(54) Title of the Invention: 

METHODS AND APPARATUS FOR SECURE CONTENT DISTRIBUTION 
Abstract: 

Methods and apparatus for secure distribution of music and other types of content. 
The invention allows content to be registered with a centralized trusted registration authority 
(TRA) in such a way that it can be distributed anonymously, such that the identity of the 
content provider need not be disclosed until a dispute arises. A first illustrative embodiment 
of the invention provides unbound rights management, i.e., secure registration of content 
such that usage rights for the content are not bound to the content itself. In this embodiment, 
distributed content is not protected by encryption, i.e., confidentiality of content is not 
provided. However, the content is protected against piracy, due to the fact that the content 
provider is certified by the TRA, and thus can be traced or otherwise identified in the event 
that irregularities are detected. Since the usage rights are not bound to the content, the content 
provider can change the usage rights after the content has been registered with the TRA. 
Content distribution in second and third illustrative embodiments of the invention provides 
unbound and bound rights management, respectively, with encryption-based content 
confidentiality. 
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sH $n Its.*]*} ^ ^<i3J=2j «llJ^* ^l^sl^l SHr4. ae^. ^H7)l*7r7r TRA°fl ^1 «fl 

oi^c]-^ ^jsfl»H tflsfl iLiL SU, nelH l-^^ll-ol ^#s]^ 3*°11 ^£)7lu} 41* ^ 514. °1* 

€3** e€S°fl ^t 0 1*1 &.9-.H.5L. ^<as *fl^*Hr £<f2S7V TRA°fl *-§r€ ^°fl °1* €3** =r 514. £ 

2 ^ *H 3 *H°»*°1]>H2l "-aflfe, <y-;£SH 7la«- £«J= b)^^ °.5L. ¥r°l*l #* t3^*4 



£ 1 

ill ola] 

#n f-^ 7|4, ^xV, ^^)e «u]) 

£ l^*, <a?V^^.S.. <2-*J$ *ti (secure communication) 21 *°H) 4$ MlSflH BEfe- 4^ f-Al 

°ll*fl# f-$ **)• 5J 4# $4**1 (content) 2} *d*r fl« 7l#f-°H ^ 

^(Security)* SleW 2* f-^I UlS^S** ^-Qj- £fe £f# *diHW 33 * 

-2.SH3 *-9ArO|tK ^«f^"& HlS*l3Loil 7latV ^1^*2] ^^•ajol ^ag,g. ££e 7)1^7 r (conte 

nt provider)*<>l 33$ *1*H9 (copyright royalty)** 3t€ *«S7}- ^SflSjTiu). *$3-<> 

S °1*« =r fl^fe 5J* Ji#*rfc3| tflJjL£ el^sU $44. 

«fl^7|-t 



§sflea) ^J-sH, S^tF. "^ll *2f ^(Secure Digital Music Initiative) (SDMI) 3- ^*3 

7m ±qo] #S.q 43.*$ 3)4*°)] a}e°fl ^^SlSicf. SDMI2] *Sfe c]*l! *2* ^* 3$ 

TfltfiU ^±** 7 r *£ (interoperable) ?22| 7fl^ol4. £ o^o, *^oflS] fl^HMH cfl 

IV ±h]*V JSL^-Hl 3<>H, a* 7m 9l *!tf4H*l ^7># 2L£*l-5=* ajam *j|^$c)-. 

SDMI^ ^tfl-g- ^|*o|l tfltV S§ ^4* °H -?]:*Si^.^. SDMI ^tfl* ^^1 (SDMI Portable Device 
Specittcation), Part 1. Version 1.0, 1999«Hl 7]4$°\ SDMI21 $7)QSi\ ic^* £* ^EflS.2l c]7|<i *°^ 

21 ^g-* fl« ^21 $H %n ^4 3f*^3i Cr. 



SDMI 3 4# ^1^^<?1 ic^l-oHS. *^-*rJl, *2f S 4# ^^!S21 *»H» fl* ^^«rfe 7l#** 4^s] 

l^*ol <fl**<H. S* 7l-#** ^|*^7K €^t>H, i«l^H7}| 

«1 -i)^S]fe ^* ^-T-sH, ^ 7l*t-£ <aHi^o.S. s^le >fl-g-7l-7>, ^21 (dispute) A Si* «4, 2i^*| 

^ ^oflslsfl £€- ^SQS 7)|^7>l-ol af2l ^-y* 9i^5>7fl f-s-lr ^ 5a^, f 1 ^^ ^2* 2>^cf. 

^^£.5. ^^ie ^i^i-i-^ ^§Kr 7i^#eH^1 ***>7fl ^, 4^ S>^1 a§*2l ^ 
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44 44-° 344 444 4444. SDMI -44 (compliant) 44 S 4* 44*4 44* 4444 44 444 7] 
444 44 4-M-^444. 

4 444 44 4 4^ 44*4 *4S4 444 44* 44 44* - 44* 4444. 4 444. £4S7 r 44 
o_S. 444 ^ flg 44-2-3, 4444 44 44 4 4 (trusted registration authority) (TRA)4 44.1.7r 444 
* 4* 4444. *4S 4444 41** *47> 444 444 441 4-M- 44. 



* 444 4 1 444 444H44 gufl^ £ol*l (unbound) 44* 44, 4, §4^4 444 f-** 

§^)e =3.3*4 u^eV ^^sl<H. €4*4 44 €41-* €4* 444 444 4fe4. 4 
4, 444 €43fe 4-S-4 (encryption) 0 !] «1 «fl £±44 4-2-4. 4 €4*4 444 (confidentiality) 4 4444 
4W4. ^.e)4, 44H4. €4B. 44471- TRA4 4*11 4444fe 443 44. 444 44 Jii44, ^44 *4 
4*4 3^ m 44444 444 "r 4.4. 4* 44*4 §4£°fl |H4 S«es, ^4* 444* 44£7 r T 
RA4 444 44 44 44** 4444 4 44. 4 444 4 2 4 4 3 444 444*444 €4* 44*. 4 
±44 4£tt 444.2.3. 44 444 44 441- 44* 444* ?il 44 H££tti 44 4 
444. 



4444, 4 444 ^4H 44 44* Si 444 2-* ?«S 444*4 44 £4444. 44 £444 

iii* 444 4 44. 4 444 444 4 4* 44*4 4344 344 £4*4 444 444 44344 4 4 
444 344. 

£.44 444 44 

£ 1* 4 444 4-g- 444 4* 441- 44* 44 €4* 44 444 444 £4. 
£ 2. £ 3. £ 4. £ 5 4. £ 6* £ 14 ^<il!S 44 4444 444 44 *4ft* 444* **£*. 
£ 7* 4 444 4* 444 4* 4444 §te 4444 44 *4<= 44* 444 £4. 
£ 8. £ 9, £ 10 4. £ 11* ^ 74 *4£ 44 4444 444 44 *4«* 444 **£. 
£ I2^r 4 444 4* 44 444 44 4 *4H 4444 44 *4s 44 444 444 £4. 
£ 13. £ 14. £ 15, £ 16. £ 17 4 £ 18* £ 124 *4£ 44 4444 444 44 4444 444 **£*. 
444 



4 444 44 £rr 444 4* 444 *4S7 r 44 £-3 444 4 4* 44-2.3 **4* 34 4444. 444 
444 44 44*4 *4H 444*4 ^ 4444 44 444 =l ??4t 444* 44 4444, ^4 
44 *47> 444 444 *4H 4447 r 444 4-8-4fe 44-2.3 €4* 444344 *4S £4444 *4 
17} 444* 44 4444. 4444, 4 444 *4H 44 44*4 £* *4£ 444*4 44 444^. Jl* 
444, 44 JL444 a±* 444 4 44. 
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£ 371131 o)W?l S]-7] <H] a^s} ^ol^, 7)^-^ (functionality)* 

£So)] 44 cfl-§-?M}. HiiL£-i»* §€H ^1^7H)7fl ^<H4 4°) % 4^21 e)l«go|H £44. 4*2} ^i#<Hl^, ^ 
4 E(K)[S]fe ?1(K)* *>l-§-«V<^ %±42] <*(S)a) 43i$ (encryption) * £*l*rul. *4 D(K)[S]fe ?1(K)* «1 
**H #(S)3 4±4 (decryption)* £*144. S^H =S£*** ol<H4 #±3J- * 4±4 * 

4f-g- ^«gs]-7l 2l*fl #efl2] 7) 4£ 7)#( pu blic key cryptography techniques)** *r *14. ^43 

O.S. oj7H A^ oflAl^o] 4Ale1*o( <WL oj-xSf S %® -y-Jl^tl-gr a 341°ll " Pub" 

Prv" * £f^ ?1** 4|ti| ol-g-S^i, 43 °1] m <gJLi£\^£ S^H A^l 4# ^l**^, 
Kc ont 4 Ku cense * °)*44. £ tt*«1Hal 3^4. * 4* 4±4 * 4±4 ?1#** 4<3 

7-HlTfl 4 <&3M $1-^4 =L^B.S, <^7)o)lA^ A-l^S]^^. ^Cf. 



£ i* £ 4^2) * l 4H°H 44, &* €e1* 43s ?tef ^-ufl^7l 34 7l£3 

4. °1 £3£ 7m (certificate authority) (CA) (102), ^4(104). 34 -§^j- 71^(106) Si 

±«14 (108)4°1^1 ^4-8-1-* £*144. CA(102), **4(104) 5. ^<fflS ±«1a> (108)tt £4 £ *3 

§-4*(X, G 35, C)4| 21*1] 44 X*144. £ HI °fl 41* *4*(110, 120, 130, 140 15 
0)* £44^, °l3j** £ 2, £3, E4,£5iI62| *f-£#«fl 44 3 4^1*1 414 3 <H 5fl4. 



£ loflAifi] *|sl ^4** £»m ^<SS4 tfjLSH 2l*n S^r 4£ £SSft ^«844 H] 

4^3* ^*s)^l $fe4. ^4, 54S^, *)|*4(G)4 TEA(106)°)1 21*11 < ?]f'44fe 4^s. °Jsi), 41 «M 
cflsfl i±SU, aalH. l-^f^l-oi ^#s)fe 3+41 ^sl^4 41€ ^ 5*4. SE4. £ 4^2} ^ofl 

oflAi, ol-g- ^Bll-^ ^^)eo)| ^o)^i 3^4. 61^°-, S«S7l-TRA(106)«>( ^-Hl, ^^4(G)7 r <>1^- 

^)el** *l-8-^4. 



£12] 71^- SS.S.f-ollAi, ^^le ^l^-7l-(104) (G)^- ^^5. CA(102(X)S.-?-E^ ^(certificate)* A^1}4. CA 
(102)^, £ 2*11 *4(ii0)°fl^2l <?1^* *-«a1«4. u ^ *)Hlfe, ^1»»<H. «<9« a^ofl 44, f 1 ^ 

«9-6]o.S ^ $a4. 47fl(lll)oll^. CA(102)fe, 7V (requestor) (G)7> a#o] 7 r Ajol431 >&4fe 7>«?] 

^1* ^^1^4 ^^^1 ?*4 , a, °J#* ^4. £.^7V(G)7K a#<>i 7^0)431 ^4fe, ¥^^1 1^ 

4741(1 12) <$*\ 21 CA(102)^ A^7 r # 21^1 t^AlflJL, 47H(113)°)H A^4(G)ofl7l| 7l)9j*7l 

(Kp meques , 0 r )» §4. a4*-H). CA(l02)fe. 4711 (in)*!) £^1€ 44^°1, requestor )^ ^ 

14 °J§« ^^421 ^*7l (K Pubrequestor )* %5L, £ HI 44^°1 -S.^4(G)ol) oj^^ert x (I G ,K Pub 

G )* ^«i4. ?!f*-* 21 tb A^l-o] 440I 71 Sfl (transaction) ifl«|^ ^3)<>H &-^4 ^. 'H^r^ 0 ] 

?I^* 4£* «414^ ^4*€ 9X 4^ 53 °1 *^^«H°> *4. 

£ 121 ^4(120)* £ 3°11 X14. 47H(121)°lMi ^I^aV(G)^ 4^ ?«S(M)«fl «n^l(hash) 

H = hash(M) 

n4*°fl, 47H(122)°11^ ^H*4(G)fe ^ 7flol*7l(K PrvG )» °1*«H H» oj-^sj-^Jl, 

H^E^^ }[H] 

47l](123)olH Qf- ^-§-4 ^-ol t^^l?I4 
Q= (H',Certx(lG.Kp ubG )) 

34*o)l, *11^7l-(G)Tr, £ H £^14 44^°1. Q* *44£4 TRA(106)oll A^* iLH54. 
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5L 4*= TRA(106)<H1 *M *r<8€ *4(103)-|- £4*4. £7)1 (131)°W. TRA^ §€J= 4^(G)«I *!* C 
ertxdc )°1 £3$4. ^3*1 QSj f-^H tfl$ A3* 71**4. #7)1 

(131)°IH *!f">l -fri^ °-3. l^^^, <a-7)l(132)°iH TRAtt *r<fc! (receipt) 4 ^4 *1#£ 444 H' U 
I c *=- 4 #$4. TRAxr 24 QStE) *W a H» ^#$4. 

H = D{K PubG }[H'] 

^4-M. fc*(134)*M TRAfe 4-§-4 £4 i4«(stub)(Q , )-t lH!4?i4. 
Q' = E{K PrvT RA }[H] 

niH, TRAfe ^4(G)°il 2j*f) *«4 &(H)-§- 4±^«r3L, a?J* 7fl°l-8- 7] K PrvT RA 3. ^ - tf± 

4$4. 143t! f-^" ^4-S.(Q')fe. ^ H 4424, UK! * r (originator) (G)S lJ-*8€4. 

ntq-g-of), £ is) f-aW *H3-*).(G)°H s|«fl <^£4. £ 5^ 4 ^4-& 4 44]*1 £4£4. *]*4(G) 

^, oj^o] #El] nH^-S, TRA°fl tfl^ -a^-i- <9*r 3 AS 7H)€4. ^(Ml)^, *ll^;<l-(G)feTRA<Hl 
tfl$ ^l^ol -H-Jl^I* 33*4. ^$4 &4£. *4-& #£.#4. TRA°fl tfltr tlf^l ■frfiS^'S, *¥4fe 
#7)1 (142)414, 

D(K PubTRA } [Q'l = hash(M) °J4» 23 #4. 

A <M 44 ^$43, Q'4 M-& €-Hfl» 4*1) 47)](143)°il *)#€4. ^344 $.2.3. *4-fr Q'4 M-fr 42*r 
4 &J1 f>£$4. Q'3r M°] 4*34*!. **4fe §«ffl£(M)°fl cfl£ f-^- 447. ^3 A3. 4£.3#4Tf 

'y-TflslJL, aajHS ^<ffl£ 4?4fe 444#4 ±«l*r*°ll7fl M4fc«l *W 4-8-1-4. 

£ 1-8: 44 <a^«ria, *4(140)4 <tf*4$I 4^°ll. ^I^Kr 54} (Q-)fiJ- ^£(M)1- £ge 

£«14(108)(C)°ll7ll £ 6* ±44(CH 4*1) ^3)4 442£ ^4(150)-§- £4*4. *«£ £ 

44fe #7fl (i5i)<HlAi tra°H tfl^v tlf'oi ^^t!"4. -JtJlsW ^4^. *£*4. -S-3Le>4^, «• 

€S ^^.4^. ^7i](l52)ol1^. 

D{K PubTRA }[Q'] = hash(M) °J^1» 1^«:4. 

-^71 ^n*}.*! ^fe4^, f i a«-4'. A i^^4^. ial^(C)fe ^7fl(l53)<>(|>H ^€B(M)» 

7*1^*4. ^2fl^, ±44(C)^ ^]^-4(G)7l- " ^l^(bona Fide)" 3>1 -fi-3L5>7fl ^ 

±«14°fl 4«il ^r^)€ 44££, -§-^(150)4 -S- 4# f-2H-8r l-7r^sW4(ta 

mper-proof) ^2i^7} <H a) ^ (tamper - resistant) #*HH ^ Sl*-4. i*!" 0 ! ^€^7V ^H) 

^Hl s)«8 nil. 4^4€ *?ls)^l ^1-8-4* ^ ^e7>^*H ^4°> ^4^ 53*^- 

2)«|)o): ^.C)-. 

44^°1, ^^!H(M)fe -S-^ Sfe 4# ^*14 "t S14. 0 d2)o) *)<3-$ 3^ ^1* 

°l-8-*H "y^rfi i D i £fe U^^l i n i«Hl 51* =r $14. "Ei-'y ±44s.sl iLf=^ &«fl7V. ^ 

^HlTfl «> s+^y-ol . ^e))4 91$. $3. =S£tt °)-8-^ ^ S)4. 

^Tfl^tl iL3L ^fe. ±«147> f-^" ^Ei« (Q')» «Hj). eflTHAl (legacy) t))^^- 

^ 514^, 71 £ 2ES.S#<Hl^i ^ SZ4. ^. Q'°l ^5)714 *>«*4 #^4^. 7)£ 5££t1^ ^ 

^^!S4 eflTH SilTfl €4. 
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°1*H] =s.£#sl al3*°l]*1, i^J-a- t 1 ! (disunion) * a.i ^ 

uvaj 0.5. o)^7l- o]-u)c}.. ztam, ii -g-^fe §€S(M)°11^ 3 (enbedded watermark)* XIS-SH A 

* E.2.5.*<i*\ «fll« ^ 5^. ^EK^fe, *«S7> *H« ^ 5*7) #°l) *£. f-^- (Q')7> 

^^«Jo> ^^Hr 3* ^<iS ±al*HH S^l^-cr. ^fir^-Sr -^HHH, 6°)1 *4(150)*, Q ,£ >1 ^^«fl 0 > 

fcefrfe 3* £Al* r *r *)EK3* M°l If^lf l^!*Kr 47>3 ^Tflf- £31 (151)*HI 5Lt*V£^ 
4 f-al* ^7)l(i51)ofl^ 31^34. a 3$ ^El°>37 r *4* ^l»(15l4 152)* 

£31(153)3. 3l*8£<}. ^# tH3*£ n^^c-ii, «q«#<H, aj-oj^ 4|eWh# fl« *7>3 ^lfe £ 6 

21 #7)|*(l5l4 152)*H°1H ^31* *r 544. 



*J-$3 ^EWHfe -B-JL f-* iEl a, $ 7>^-§>7)lfe iEl«2l ff,<<tl?!, hash(M) ^<>1 €^A*fl°> $cKr 3* 
5.^m ^-2-^ 91**$= -fr^n 0 * $4. ^£3., ^El43fe iElo *>*)1* if-lb ^-Q-^ uJCr. 

*J=^€ »1£* °1**H £ U H£ &«B<>1H °J*« <^£ SU^Hr 3* -fV^«fl°> #4. 



£ 7* * ^1 2 o)]Al^ rr(-3. ^e ul<g^4 ^0^1 ^Hlf- *l\i *«( "J^* «fl 

Al^. °1 CA(Y)S. <?i^Slfe. ^-7H 7l«(CA)(200). *1*I)*(CA) (X) (102) , ^*r(l 

04), TRA(106) S S«S £Wl7 r (108)*W2l ^i*}-*** S.*]®*. £ 8, £ 9, £ 10 £ £ 1 1* £ 72} 

£ufl •WIa} =r*83 ^el f-3H-S- eflA]*l-fe i#£*«lt|.. £ 7°)1 4*1^ fUg* *13 **rf-(210. 220. 250, 26 

0 * 270)* *1e) ^-^(210)^ °a^^-S. £ 2^1 10)°)1 q)-§-«r^^, CA(Y) (200)°fl s]4 

4. *)e| *^-i:(220, 250, 260 S. 270)^: £ 8. £ 9, £ 10 ^ £ ll^l J:*^ 0 )! ^ c] 7>^|*1 ^AlHjcH ojcf. 



£ 7<HHS1 ^el £ 121 71-g- =S£#2l ul^^- <^#th ol^^ *j=Aj-^ nssaoflAl, s^jeh oj- 

i^l JiJlHlol, ^, ^<i?!S «l D jAjol ^l^^cf. *7 r «r^. olnl 7|* HS.£*o)l fil- ^aj-^ n S 

(publisher)7> ol^. ^el§* ^^a| ? 1^ 

£ 721 ^Aj-^ a S£# o|iAi, ^<gE X)|-?-4(G)(104)feCA(X)(102)S*El «?1^* A^sV^, ±h1t-1-(C)(1 
08)^ CA(Y)(200)S-^El °J^*-a.^^c}.CA(102, 200)1-^, f-^*(1104 210) ^<$*], Cert x (Ig . 

Kp ubC ). Certydc K PubC )» 44, £ 2*1 til*H °1 D 1 ^°3. WW*, tlf 1 Cert x (I G ,K PubG )fe 

CA(102)°)1 2)«I| ^|^>(G)S "g-fl^aL, Cert ydc W )fe CA(200)«>)1 2l«fl ^SfiS ^*^(C)S u i 

«€=r. CA(102)2l- CA(200)^ CA°i "r Sl4^ 3* -ff^«fl 0 > ^4. °1^^ °)H1^, °13#£ 91^9°} ^ 

® CAS.**-] * S)ILt7 Si^fe 51* °)1^1*>£^ 171121 Ajsm-^ £Al^4. 

£ 721 ^4(220)* £ 8<H1 ^Alslol ^4. £t)1 (221)<HlAi, ^^)e ^^>( G )fe *«£(M')* ^«S A 1^1^ 

^ ^^^(M)* 6 J-±^^cl". 

M' = E{K Cont }[M] 

Kc ont ? i qj 51* *2)s)lc»> $4. ojif-i-oi, a^l* ?1*°1 ^>2J ^ 5a°-H, <^7lA-l 2^421 ?l 

** ^^1S21 A-ls.41- ^-*** ^±3r«r£^- °1*€ S|<H ***r(G) (222)^ ^7)1 (222)«Hl^l 

*«S(M')«1I <fl^ ?t* «^ A l«Cr. 

H = hash(M') 

^*°)1. *l|**r(G)fc "3-7)1(223)0)1^ 7flol^. ?l(K PrvG )* ^1**V^ H* ^i#*rJl. 

H' = E{K PtvG }[HJ 
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#7l|(224)olW 4-5-4 £°1 Q» ^-M^. 
Q = (H\ CertxUc.lW )) 

3.^0.0)1 §^1e 4¥*|-(G)fe. 5- 7°fl «>^°1, Ql- TRA(106)°I1 -8-^-1: 3£$Cr. £ 

4 6|| 4W€ H^ol, *3}(130)<M TRA(106)°fl 21*11 W*3L. &3 « (Q')7> TRA(106)<H] 4 . 

a^e ^^(G)^, M°l «4#(1424 143)»1H M'<1 ifl*l€=rfc **1*r3. £ 5^ ^(14 
0)4^^: *^(140T§-^*$^. ^^Q'^rM'-g-a*! *0H(142)3 14°14. (142)7> Q-aj- M '°l *\ 

e^k ^i^^(G)fe «a-±*Ma ^c<= (M')4i ^ w% jls gasia^fe a* ^i€4. ^3 

5.3, ^l-^^V^r 5<fflH# *rM-°l#fi] ±al* r i-4l7fl £«ll*rfe<sll $H *H-l-ch 

1- ±H14(108)(C)<4?I §- a fl?!-4. 

£ 9fe ±»)x}(C)°\] Sl*fl t3)3 -^^(250)^- Mt^f. £-<fflS 4i«l^V(C)^ #741 (251)°IH TRA 

e| cfl$ oi^ol -fri^XH- zL^&Tl. *JL*M -B-a6f4^. £Wl*Hr #7l1(252)<>11 

D{K PubTRA }[Q'] = hash(M') 

W *W ^WS. a^lJE £«l*)-(C)fe £<i3J=(M')» £31(253) 

oflAi HWt±. ZLtfx\, a^)E ^Hl^(C)^, a^S **MG)7\ " 3^ (bona fide)" 2.*\ £ # 

0 -MiS r 7l $M. ^^(Qfe ^4 ( orig inator) 41 ^ ^3 fl-^l^HM 431 

* ? 1 (Kco„t )■£ £ ^ ^-tlsfl^ $4. °1 ^-S-tt S€M ***r(GH Si?!: ^t^J ^^ofl-LV s^e 

±«l*r(c7°W 3*3 =r. °1 3*1 £«l*r(C)fc ^(250)2] ^7il(254)ofl^ ^<§S(M')<>II 

H = hash(M') 

H" = E{K PrvC }[H] 

£7fl (256)<HlAi «Jt«4 sflAl^al- ^71 <a#3 Certy (I c . K PubC )» £«-*>fe ^ ^tl Q" * 
Q" = (H" .Cert Y (Ic.Kp ubC )). 

acf^ofl, ^ ^tl Q" -& iol4(c)5.-?-El ^^x r (G)S #££3-. 

£ 10-& ^1^V(G)°11 21*11 ^3 *^(260)-i- SAl^cf. ^7il(261)oil^, ^<a<= ^l*4(G)fe 

4(C)21 <?]^ CertYdc K PubC )<>1 -fri^l ^4^. -frJl*f4^. 4 

^V(G).fe ^?11(262)41^, *M ^^^cf. 

D{K PubC }[H"J =hash(M') 

^71 -ilo] f'S.ticl.. *)13-*r(G)*r ^711(263)41^ &®* ?]{K Co „t ) 

fir °1 * ^ <&£.mS-% W ^ ? 1 (K, iccnse ) » °1 -8-«m. 
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A = E{K Ucense } [usage.rules I K Con t ) 
£?II(264)4H eH4!^ ?1* °J-£Sr$4. 

B = E{KpubC } [K|icense 1 

achg-ofl. eH-i^ iE)u.(L)c #?I1(265)°)H ^71 #(A, B)-°3*1 1H934. =Lt^^, £ 7°fl «V4^ 6 1. 
^^(G)^ e)-o|^]i iElH (L)# §€S i«)^(C)°W ^❖t!:'^. 

£ H-8- 4<JMi ±^*(L)2] £«l7r(C)<H) Sl«fl *r*8€ ^2r(270)-|-£>]#4. £31 (27l)°fl^, § 

€S ±ul4(C)fe 4°l4!li 7l# 4±^*>^. 

K, icense =D{K PrvC )[B] 
usage_rules I K c 0 nt 

= D{K llcense }[A] 
ial4(c)fe #£#3 *€S(M')* £31(273)°1H 4£3RVcf. 
M = D{K Co „t }[M'] 

a4-§-ofl, ^541(274)^1^ °l-§- tt*JI-* S<3S(MH &7ll(275)<HH ( M )# 44 



£ 12c £ ft**) *)1 3 2) ol^ajo] ^Al^ofl a}.£. u> ^o] 333. ^e]^ ^ £ge gm oj) 

*lt>4. °) ^*fl* CA(Y) (200), CA(X) (102). *H**|-(G) (104). TRA(106) SSlS £«l7r(C) ( 

108)4°l2l tf£*|-8-#-fr £*1$4. £ 13, H 14. £ 15. S. 16. £ 17 ^ £ 18-fr, £ 12*1 £«11 H <HHH 

*W ^-^#(320. 330. 340, 350. 360 3>. 370)^- AA <%W£ *f-£*°14. *^*(1104 210)-fr 
7S1 <aAM4 <aisH «.S <r3)€4. 



£ 72) =E3.£#<>)H4 £°1, ^€Bfe «a-i#«fl SLSLSK ^ «lli^°l *l|^4. J r-7 r *r , 3, «>1^ 

°i) *1#3 £Slfto)|AiS} cflovsl =£.£«°1HS1 §(§e^ ^sfl^El Ji±€4. 

aejuf, oi^o)] A^jg ass-ii-4 tel. ESlff £$ aM-fl^ s^^cHr if 1 *} 

^cfl, 4<j!!£4 %q *U TRA(106)5. §-*3fl7l nH^oltJ.. 



^^-8: £<i£ ***|-(G)7h S«S7)-TRA(106)3. f-^ *4|. -&€S °l-g- *r 3 

oflA-1 ^ge ^^V(G)1- 5!°) -fr^sloH ^4. ^*x>(G)7l- ^« 

* ^^«l-7l# ««c?-«, IS* -S-^-o] 5)o)cf. 

S. 1221 EOf*!!*!. *{|3-4(G)(104)£ CA(X) (102)5.-?-^ A^*Vi. €«M £al*HC)( 

108)^ CA(Y)(200)S.-?-E] tlf 1 ^- A^^c)-. CA# (102. 200)-& ^^(l 104 210) zl*HM. Cert x (Ig. 

Kp u bG ). CertYdc K PubC )* £ 24 °Jf Cert x (I G . K PubG ) 

•& CA(102)°I] m **MG)3. ?lf Cert vdcPubC )* CA (200)°)] ial7V( C )S 

^^€4. ol^i 0 !) 44^°!. CA(102)4 CA(200)c CAH >t Si4. 
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£ 123 *4(320)* £ 13 0 )] <4|444. e<§S *il^4(G)*r (M')# 1MH*1£* fc*|(321)*l4 

^S(M)f- 

M' = E{K Cont }[M] 

°}#o\] <2^4 4424 Kc ont 4U «U^r <4ft«-<H, fii-fi) ^ SU. £*H144 444 71 

** ^smsi 4^4^- ^s-t-a- tt±#*r£* 4-8-44. 

£€S *)13-4(G)*r 4?ll(322)°)H *3 *«S(M'H *fl*l &* 1H444. 
HI = hash(M') 

£3] (323)0)1*1, ^"iOS 4^4(G)tt 4*4 4°14^ ^-^(A)* ^3444 ?W $ 4^4 if*| 

** *^4. 

A = E{K, icense } [usage.rules I K 

Cont J 

7 )e| f •=;; #7H Ml-fi)-^l OfjUSr* *«M. £^ Cfl<>h°£ o]o]2l cfg. oJ-X^S] 

£fe (binding) ")1?N#* f"*ll4 *«W * 514^ 34 **14 °D. sHr, 

(binding)* 4*142 * flfe t^- 44 ^3 (block replay attack)* u o^l«r£^ (chaining) £Hf ol-g-*f)4 
44. 

4?)] (323)°W tf4f-3 | ( JM,A4| «I4 &o| ^ (324)°1I4 £444. 
H2 = hash (A) 

acj-S-ofl, ^<3!J= *(|*4(G)*7 4*I(325)°1I4 'Htl* ?1 (K PrvG )» Hl4 H2» 43-442, 

H' = E{KprvG )[H1 I H2] 

£31(326)olH 4*4 4°1 Q» £4444. 

Q= (H\Cert x (I G .K PubG )) 

ZLt\£°\], sflH **4(G)te. ■£ 12°fl £44 4444 Q» **44 $14 TRA(106)°fl 4*44. -9-3*. 

£ 1441 ^l^m *4(330)°)14 TRA(106)°I] 34 *i444. #31(331)0)14, TRAfe *)l*4(G)o)l 

t»tf 4* Certxdc. Km* )°1 *Jl44# 4344. *£44 $44, *4* *S«tjI. Q4 **<1 014 -2-34 Ti 

•¥•€4. 4*4 431(33i)o)l4 44444. tra* £*I(332)4H *r44 *14 S 44£4M4H'4 

I c 4i 4444. ^1(333)°114, TRA^r QS*4 «M &*(Hl4 H2)* 4**44. ^4*o)l, TRA* 43] (334) 41 

4 4-1-4 44 £4s ** ^4Ji(Qr)* 444?l:a, 

Ql- = E(K PrvTRA }[H1] 

431 (334) 4] 4 4*4 44 4* i?4* *4- (Q2')* 44444. 

Q2' = E(Kp rv TRA HH2] 

as))4, TRA* £4S 4^4(G)o)l sl«ll ^d*4 «D4 5)t*(Hl4 H2)* 4±3l-4s. ^SH- ?)(K p „ T ra )» °1* 
Sr^ a^f-* . tt±SHfr«*. ^44S1 -f ^ i4^-#(Qi'4 Q2')*. s. 12<H1 £44 44^°1. §€S 1M!4(G)3. 
#^144. 
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^4-8-ofl, £ 1221 f-3K340)* §<iS 3l^4(G)°l| W ^34. •£ 15fe °1 f-^-i: 3 441*1 £*1«4. #31(3 
41)«1H. *fl-?4(G)fe TRA^l cfl# •ilf'ol fl-i^lf - 13$4. ^-£^1 -s-^ f>s.t!-4. TRA°ti 

31$ tlf^l -fri^. *1^4(G)fe fc*l(142)°H t|W»l £3£4. 

D^tra }[Q1) = hash(M') 

#7l -il^l ^$4fc, Qi-, Q2' 5! M'-a- ^ £«11# *HW #74l(343)°fH *1#€4. -SH*W $^4<?t, -S-^ Q 
1". Q2" M'-fr *1#4*1 ^£.#4. Ql\ Q2 1 S. M ,<s l €S!S(M'H ^ 

*«Hfe<* XW 4*1-4. 

£ 12* *4(340)£l 3I^4(G)tt ±tf ii(Qr)4 

<fflS(M')» £«£i»14(108)(C)4|*l £«fl$:4. 

3E. 16* §€S i«l^(C)°H 44£°1 f-4(350)# £*1$4. £»14(C)Tr, 43](35lH4. TR 

A<Hl cfl^ oj^ol -frjL#4» £3*4. -S-JLSM &4£, f^*4. £u14(C)tt #7fl(35 

D{K Pu5T ra HQH = hash(M') 

-*4 -4l«>l ^U4*l §Hr43 *S*4. #fj*43, *«S 4i«l4(C)te *«£(M')» 431(353)°)] 

^ ^#$4. 3^4, ^"fflB ±«14(C)c- 3|^4(G)7 r " ^(bona fide)" -ffct* ^-f * 
«£* *i W4 

°-S^li*>7l db«14(C)fe t^H 4*11 344 °d44 ol-g- £4M4 #3:4 ?1 

(Kcont ) £ T^*fl4 44. °1 'SS.te *»*4 (G)°)l 44 ^ a 14 414 <yf^°114 ±«14( 
C)S 4*44. °1 4*1). £Hl4(C)fe f-4(350)4 431(354)<HH 4±44 ««£(M')ol| tfl£ «flA] 

H = hash(M') 

a4-§-°il, a^)E iul^fe 431(355)°114 7)14-8- 7l(K PrvC )# °l-§-*H H» 0 d-H^>Jl. 
H" = E{K PrvC }[H] 

^1(356)<H1^. <&2.$& Wtk^W °irt& <Jl# Cert y (I c . K PubC )-g: * Q" ^ 1^*1^. 

Q" = (H".Cert Y (Ic.Kp ubC )) 

^cl-i-oll, * Q" ■& £«l*r(C)S J r-el ^*^>(G)S 

£ 17^ ^l^>(G)o)l Sl«S ^r^€ ^(360)4 £^1^4. #7fl(361)°l^. ^l¥4(G)^ ^<iS ±«1 

^V(C)2] Certydc. K PubC )<>1 -fi-i^J* ^^^4. -H-SL*H #43. -fr3i«r43, 31 

^*r(G)fe.£7fl(362)°IH 4-S-^°l 1^^4. 

DfKp,,^ }[H" 1 = hash(M') 

#71 i]°l A j^«r^l #^43. *£*4. #71 -41 ol #^t}-43. ^0*7}-(G)fe 'Et^l (363) ^1 ± 

«14(C)sl 7l(K PubC )* ^l-S-sJ-^ 4°1^^ 71 (K llceilse )# £±*«4. 
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B = ElKpubc }{Ki lcense ] 

acf-g-ofl, (L)fe fc7((364)4H 44 (triple) (A, B, Q2')i!..sL4 1H344. ^44°!]. £ 12°H £*14 

444-<4 €-4B ^^>(G)fe 4°14^ iEl«(L)t §€H £ul*)-(c)°l]7fl 4444. 

£ 184 4°14^ ^tHJ±(L)3 444°fl ^al^(C)°fl 2)«fl 4*84 44(370)4 £444. 4?ll (371)°fl4. 4 

€H £u)4(C)Tr 444 °1 ^ <a*Rr*l* 4^44. 

D{K PubTRA }[Q2'] = hash(A) 

#71 4°1 ^34*1 $fe44. 4S-$4. ^^^4^. £44(C)4 47fl(372)°)l4 4°14i 43: 

Sj-5}2., 

K, icense =D{K PrvC }[B] 

^44°i 47H(373)°fl4 43*4 ?1» 4£444. 

usage_rules I Kc„ nt = D{K Ucense }[A] 

a44<H], ±«14(C)fe 47fl(374)°114 4:H44 ^^)S(M')* 4£444. 

M = D{K Cont }[M') 

a4£°t], fcflfi ±ti]7.}^ £7fl(375)°iH °14 43*4 5€S(M)°)1 34431, 47H(376)">1}4 €4S(M)« 44 

47H 444 ESSIfl^, ^^tleo| srt^ « ^Af, o)]*!-^, £o}- 4^°1 444 44?r S 

DMH1 444£4 s^fe a]£S ^.^c^, TRA(106)fe <H4 S-*fl*£ 444 4^84 4. ^14. ^4 
^.o. =s.o. ^^}h 7fl^V(G)7V <?]<f 4 TRA(106)°I1 ^n^l^V^ ^444 34441 34*Hr 34 A?^. ^4, 
»14 4H3 447} f-^45Sl4 *l-o14£, 444 4 >(4*Hr 43 44sU 433* 4 Si 4. °14 43 

344*4 ^4£7l- ^n)^H «1)£4 44 443 4*34 44°il4 4344. 444 *ll?43 344 

34 e?1£4, f-9Jt> 443 444 a^Si tfl4 -B-isVi &4 (prior) §41- jL&SH *W*r4 5)1 A-? 

s}£4, 4^3 ^3334 44. 



5>l} ol^s] CA*(1024 200), *H^4(104), TRA(106) 4 4i34 (108)^ 44, 444 

*4 444 sqe? §4*1 4*947] 34, 44 <>i#<q ^oi^ ^^i-, 4ai3)34*. ^H^d 343*. 
4€- = s4H <H) 7litr 4*1*4 44"i 4 44. ^44-8: =5414 44*4 443°-3. 444 71^-1-4 

4i = e ? floi xcs.n^ 4^1*4 7W1-7] ^1^: *>4°l A J-sl "fliel ^1*4, db=E^<^ 4^11-4 
^^471 fl^ ^oi£ ^u]-^ £^ Tjoic)-. £ i, i 7 «j, £ i2°fl £4€ 44^-°l, -JM**M 

4 44*^: ^lEl 1 *. ^4 4^ MIS^H, ^4^1 4^ MlH^H, °JS4 , S (intranet), liS^I (extranet) ^4M4 

o]iH# «j ^ ^4 444 4«fl 4*84 nm4H ^4*^ 4 Si 4. aeflAi, £ i, £ 7 

^. £ I2fe £4 cfl44fe E^Sftl- 4«S47] ^4 ^1^ E 3 *14 ^4»4°14 44 «fl44fe 4^^1 4°) 4 
a^»s.4 0.°]% 4 5a 4. 



4 t^4 4^4 4a1^i-^ oil 4 ^4515.3.4 ^£44. "i)**^. 4 t^4, °jslsi 4434 =S-Hl4°il 
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712:$ SJ. * ^I^M 34 ^ ■§-§-!■ °)]^. £«<=$H<>1 afe si- 

5fl^. * S£«. t** f'efls) 47] £fe *|# nfla^ofl ^^-s]ai, *lel#AHl fil«fl. <4##<H 

200)^1 ^e]7l# (2203)- 230) <H1 s)*fl <r*8€ 3M°l^sl ±H£*<H Hia^ffi) ^EflS. *M£ ^r«S* 

(57) 3**1 «]3 
^T 1 * 1. 

»1^4(104)S.^-&) 5«£ di«l^(108)S.s] g-afll- $1$}- 'S-'SHl fl^W. 

fs. 71^(106) -2.ii.3l ^-71 ^€S2l -8-3*rfe 
#7] #n 7\£°.3.^ ^Ji* ==r^*rfe #31, ^ 

#71 §,gBSl- SlsM W fe^* £«1*M* W ^iLfil oj^-g- S-aflsHr #311- 5.$-*rfe, fe<aE 

37* 2. 

*ll l $a°W, 

# 7 J ^Ej- ^S. 71^3.^ # 7 | ^^SSl l-Sf, 7m(102) O-S-^-Ei #71 $<iJ= afl^Hl 2<H£ <?l<f <Hl 

3. 

*11 l *M ja°H. 

# 7 | Jg-3. # 7 | ^EfiJ. o^SH iMl7Hl7ll g-HflSM. ^71 ^O^rfe, #7] S^}E ±a] 

*HM1 ^71 £4} ^iLS^-Ei #7] fl^- ^ 7lSi Si Si] *^r*H *1^€ ^ Sflfe. £«tf HW. 

37*4. 

*1 l m $1<>H, 

^71 7)1^71-^ #71 3^ ^ 7l#O.S*3 <#7) ^ ^Jif- ^*loL, ^7] ^7]^ -frA* ^sKS, ^ 

71 ^ 7}$*] -B-JLSI-Cl-^, #71 §€S ±«1 71-3.21 $-4? g-tiflf- 41 «| ^-71 ^^Efij. #7) = JL 7|#SKr, ?g 

^T 1 ^ 5. 

4 2*^1 5I<H^, 

^•7) S«S ^1^-71-b M <H1 cfltF «J*1 Sit H# <£±#$ «flAl a H^- *fl*l^J£^ ^ 7fl^l 

■8- ?1 Kprvc * ol -MM H» -y-isl-sU, aci-^-ofl q&q, 

Q = (H'. Cert X (I G , K PubG )). M 7 H. Cert x dc ■ K PubG )fe W *\* 7l^o.S^-e) 9J^^1 oj^) 
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3^ 6. 

4 5 1M 5a<H^i. 

#71 4|* *4 7m-8r ^7) cfl^V Cert Y (I G , K PubG )°1 33*^. -fr£*W S4£ 

H = D{K PubG }[H'} 

4 %<>} QS^-El #71 h# ^fs}s, ^4-§-°fl 

Q' = E{K PrvTRA }[H] 

3). :go] ^s- iE )« tg^ #71 f-s- IHH^. SrUj 

*ll 6*J-i 5tl*H>H. 

#71 fiS ^T-Rr #7l #3" = 3. 7l^O.S-?-El Q'# ^*>J1, Cl-^. 

D{K PubTRA HQ 1 ] = hash(M) 

°1 ^Umr*l» l^*^. tf?) ^ £«ti» Q'4 7WHr, « B] ) # 

«. 

* 7*^1 5tz°H. 

#7] S^flE iHl^, #71 ^l^l-S^-ElSl Q'4 MS] ^T^H, 4##. 

D{K PubT R A HQ'] = hash(M) 

9. 

£>ii= M°l 35—3. l^^. ^<iS MSI ^#«-a- #7l fl^- f-lj- 71^-ofl 44 4«« ^ Sife. ^C!= 

10. 

^<d!H ^ ^ (104)3.-?- El inl7j-(i08)S2l ^€SSl S-ufll- #*U*1, 
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(i) -f^- (106) -2.3.2} ^7] $^$\ f-^& A^^jI. 

(ii) #71 7l^-o.S4E| 

(iii) ^71 ^^Efij. o^^s>oi ^-7] iHl^oflTl) #7l f-ij- ^JiSl 2)<H-E *}^-g~8: #*1# 
3^ 11. 

^71(104) 3^3 £«1*1-(108)3.S} ^^2) £«1H ©l-frflM 2]$ i}^ o)^5\ *3.=L 

sji)- g-lf- 7l^(i06)^-S2l ^-7] ^^isel f-^-t it-^Br #711, 

#71 2]B{- = 3- 7|£o. S J=Le] -g-Jj- ^jil- ^gtife «7B. 3> 

^•71 S^ES}. ££^0] #7] iHl*HMl #71 = S. ^JiSl ^<H£ U-^g^g- ^HH5>^ #7fl# ^fl^fe, ^12: 

#1-. 

12. 

^l^V(104)S^El iHl^>(108)S.2l §?)E2l ^HH^l ol-g-g. °l*j| f-S. ^ A] 71 71 

fl^" ^ 71^(106)^3.21 #71 ^€S2l §-ij-g- 2)tV Jl^-g- ^l*Kr £7fl2h 

#71 21.^- Jg-S 7)^.ofl o]S(| g^g ^S. #7) ^l^HTfl #£*H. ^SilH ^) 

21 g£*H #7] age ia^HTfl #71 ^ $&2\ ^6\S. ^ o)^, #71 ^^l* S^SRr, § 
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51 °i 2 




i 



1 7fl^l^l 

\!rH" 






Kpubrequestor 1 


aster* 



c 



I 



#5. 



-112 



•113 



114 



16 
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120 



S.*& 3 



c 



G 



i 




H=HASH(M) 



i 



H'=E{Kp,vG)[H] 



104 



Q=(H\CERT X (I 6 ,Kp ubG )) 



121 



122 



123 



c 



5 
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4 



130 

S 




Q3.^-3 Hi 

H=E{K PubG HHT 



Q'^EIKPwTRAHH] 



132 



■133 



134 



c 
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c 



£3 8 



G 



1 


r 


f ' 

M'^EIKcontHM] 




r 


H=HASH(M') 




r 


H'sEIKpfvGHH] 


> 


r 


Q=(H , ,CERT x (l 6l Kp ub G)) 


> 


r 



c 
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11 
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s 
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C 
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usage.ruleslKcon^DIKjjcenseHA] i 



271 



•272 



I 



•273 



°l-§- ir 31- (usage, 
rules)-!- IH 3-8-$4 
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5E.°i 13 



320 

s 



C 



6 



V-EtytfP 



-321 



W ifl-8- M'^fl tB* 
HI =HASH{WP) 



•322 



A* 



H2 = HASH (A) 



-323 



-324 



Kp^sL H14 H2# 



-325 



OS 14*1*14 
Q=(H',Cert x (lG,Kp ub G)) 

I 
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